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Abstract 

 
The article provides a socio-philosophical analysis of subjective interactions in education, which form a 

set of subjective factors of educational reforms from the standpoint of ensuring the security of the individ-
ual in education and the country‟s security. The author aims to identify the subjective factors of moderni-
zation of the Russian education system that determine both the risk of degradation of the education system 
and ways to strengthen and improve development. Modern social realities require that the system of Rus-
sian education, which has the reliance on their own cultural traditions, not losing touch with the best 
achievements of education in the Russian Empire, the Soviet education system, but also incorporates the 
best of the modern world experience of development of education and is based on the realities of educa-
tion transformation in the global information society. 
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Introduction 
 

The study of the current state and prospects of 
development of the Russian education system is 
observed today in the works of many scientists, 
for example, S. V. Demchenko (2008), S. M. 
Mironov (2008), E. F. Moros, V. V. Goncharov 
(2020), N. V. Nalyvayko (2007), A. G. Savelev, 
S. K.Oznobishchev and S. V. Tselitsky (2008), 
O. N. Smolin (2011), V. M. Filippov (2013). 
However, despite a large number of studies, the 
complex set of subjective factors of moderniza-
tion of the education system in Russia from the 
point of view of ensuring national security has 
not been identified. Subjective factors largely de-
termine the processes of making and implement-
ing specific decisions by educational institutions 
in the field of state educational policy, the func-
tioning of real educational relations, both in the 
system of Ministerial management and in specif-
ic educational institutions and organizations. The 
decisions made should be based on the internal 
needs of society‟s development, on Russia‟s nati-

onal interests, and ensure their protection, but ta-
king into account the complex dynamics of ex-
ternal socio-political conditions. The prospects 
for the development of education in the country 
depend on the extent to which the priority of ed-
ucation declared by the subjects of educational 
policy is embodied in the actual optimal work of 
the country‟s pedagogical institutions and their 
labour collectives. 

 
Methodology 

 
The research methodology is based on socio-

philosophical principles and methods of cogni-
tion that are widely used in the study of social 
processes and general scientific approaches re-
lated to the analysis of the modernization of the 
education system. This methodology allowed us 
to identify subjective factors of reforming the 
Russian education system from the point of 
view of educational security, which is deter-
mined by the specific impact of various social 
actors on it. 
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Research Result 
 

The conditions for the transition from the ex-
isting modern structures of education to a society 
where educational activity becomes much broad-
er than the institutional system of education of 
the state in the traditional sense was the rejection 
of the old educational system in favour of a new 
educational society, when, according To R. Dave 
(1976), education is “intertwined with life” (p. 
24). At the same time, educational institutions 
and other social institutions take educational 
functions into their competence. Educational ac-
tivities are increasingly embracing society, and 
many are engaged in continuous self-education. 
The concepts of “educational environment”, 
“learning environment”, “educational space”, 
“emerging society” are actively used. They all 
mean that education is provided for everyone, 
that everyone wants to learn and learns through-
out their life. Management entities and decision-
makers play a significant role in education. In 
this activity and the educational process, several 
conflict situations and contradictions arise that 
generally determine the crisis processes in educa-
tion. In particular, according to O. N. Smolin in 
Russia, unfortunately, in the higher education 
system, the authorities efforts are often aimed at 
replacing the problem of improving the quality 
of education with questions about reducing the 
number of students studying and reducing the 
number of universities. However, the desire to 
restrict citizens‟ access to full-fledged education 
can be considered an attack on their well-being 
and quality of life. It can cause an increase in so-
cial tension. Often formal indicators for monitor-
ing the effectiveness of universities do not meet 
the stated goal of improving the quality of educa-
tion, do not account for industry, economic and 
other characteristics of the universities. It has be-
come a common phenomenon when a part of the 
inefficient universities are recognized leaders. 

The best teaching departments, such as Uni-
versity departments, are “optimized”, i.e. they 
are closed under any pretexts (mergers, cuts, re-

forms, etc.). As a result, a significant part of ex-
perienced teachers loses their jobs, which are 
filled with new staff who are quite willing to be 
Tutors, i.e. simple transfer mechanisms of know-
ledge without their deep understanding and crea-
tive approach to education. The pyramid of high-
er education in Russia, built on the basis of bu-
reaucratic criteria, stratifies universities, and the 
course to reduce their number deprives citizens 
of the right to affordable education. Among all 
the functions of state education management, 
only one – control has been hypertrophied. At 
the same time, the number of required account-
ing documents is growing on such a scale that it 
takes the form of paper genocide in education, te-
achers who constantly write accounting papers 
do not have time to teach. Against the backgro-
und of the reduction of the teaching staff, the 
number of managers is constantly increasing, 
both in managing Ministerial, regional educatio-
nal structures and in higher education institu-
tions. These and other crisis phenomena and pro-
cesses violate the security of domestic education, 
as well as create direct threats to the national se-
curity of our country (Smolin, 2011, p. 215). 

In the educational space today, there are for-
mal institutional subjects of education, which 
include subjects directly operating in the social 
Institute of education, communities of profes-
sional teachers and students, and managers in the 
field of education. Secondly, these are informal 
non-institutional subjects of education. First of 
all, people working in the media, libraries, reli-
gious institutions, theatres, museums, clubs, pub-
lic, political and other organizations can influ-
ence the minds of students. Third, these are spon-
taneously active subjects of upbringing and edu-
cation, for example, in the processes of commu-
nication with friends, participation in family life, 
neighbours, in informal associations, etc. The 
first of the above-mentioned subjective factors in 
relation to the education system can be designat-
ed as intra-system, acting constantly, directly, 
purposefully. On the other hand, the following 
two factors should be designated as non-systemic 
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(in relation to the education system), which often 
act spontaneously, sometimes have an episodic 
character, but at the same time, they change the 
consciousness and behaviour of students in a cer-
tain way. Although formal institutional subjects 
of education, informal non-institutional subjects 
and spontaneous subjects of education are simul-
taneously active in the modern educational 
space, in fact, state educational policy directly 
manages only institutional subjects of education, 
omitting other subjective factors from its field of 
activity and thereby increasing risks and dangers 
in the field of education and public conscious-
ness. 

According to data provided by K. Knapper 
and A. Cropley (1985), in Norway in the 1970s, 
the formal education sector provided only 40% 
of the total amount of knowledge, and by 1990 
this figure had decreased to 30% (p.201). Non-
institutional education entities develop various 
special programs (for example, in the field of he-
alth, family planning, agriculture, educational 
programs, youth clubs, etc.). In contrast, institu-
tional education entities operate within the 
framework of the official unified educational 
system according to established norms and rules. 

G. Koptazh (1991) writes that “institutional 
education has much in common with non-institu-
tional education since both of these types of edu-
cation are focused on providing the individual 
with a certain level of knowledge that cannot be 
obtained spontaneously. However, they differ 
significantly in their form and organization, sub-
jects and content, and social groups of potential 
students. Moreover, institutional education im-
plies mastering the entire program in a specific 
time frame, and non-institutional education is fo-
cused on small-time intervals since it adapts the 
amount of knowledge provided to specific needs 
of students and is highly flexible in introducing 
new approaches, methods and tools in educa-
tion” (p. 57). 

Of great importance for Russia is the idea of 
horizontal integration, which is based on the co-
operation of schools and various educational in-

stitutions with numerous informal areas of edu-
cational activity, including the local community, 
media, cultural and recreational institutions, fam-
ily, neighbours, and so on (Khazova, 1997, 
p. 149). 

In the 1977s, Hummel developed a model that 
asserts that the essence of continuing education is 
to ensure that the school system is supplemented 
by adult education and the development of pro-
fessional skills with different types of parallel 
education. Hummel called education and upbrin-
ging in the family and preschool institutions the 
lowest level of the permanent education system, 
but the school is designed, in his opinion, not just 
to form a person but also to act as a cultural cen-
tre at the level of local society. Hummel consid-
ered extracurricular, non-institutional forms, in 
other words, parallel education, to be a signifi-
cant element of the system of permanent educa-
tion: cultural institutions (theatres, museums, ex-
hibitions, cinemas, societies for the dissemina-
tion of knowledge, creative unions), peer groups, 
and the media. It is important to note that coordi-
nation within the integration process and all edu-
cation centres as a single system reflects the ef-
fectiveness of continuous education. The main 
difficulty in implementing the presented model, 
from the point of view of its author, is caused by 
the complexity of the process of integrating non-
institutional forms into other forms of education. 
The social philosophy of education here testifies 
to the unity of the educational space, where the 
interaction of all subjects of the educational 
space should be organized. It is well known that 
non-institutional learning is primarily spontane-
ous, but it can be coordinated and planned. At 
the same time, according to H. Hummel (1977), 
“it is non-institutional forms that are most suita-
ble for implementing the concept of permanent 
education since they are very flexible and better 
perceive changes in comparison with the tradi-
tional form of education in schools, which is 
quite conservative and difficult to reform” 
(p. 12). 

In order to provide people with the necessary 
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information about the possibilities of different 
forms of education at different levels, it is essen-
tial to establish organizations to help them 
choose a particular form of education according 
to specific educational needs. These organizati-
ons, according to J. Payne (1985), “are intended 
to become an important element of the system of 
permanent education, since according to the re-
sults of the research, which confirm simple ob-
servations, the main reason for the non-participa-
tion of the population in permanent education is 
precisely the lack of necessary information about 
the available methods and forms of education. 
Therefore, adult education institutions, the higher 
education system, local self-government bodies 
on education, trade unions, and youth organiza-
tions can perform Advisory functions” (pp. 35-
54). 

The opening of consulting organizations is 
significant for Russia. In this regard, it is neces-
sary to develop different forms of advertising 
about existing centres, courses, programs, and 
the formation of information services. The analy-
sis of modern social processes clearly shows that 
education is no longer the prerogative of only 
formal institutions (educational institutions). 
New forms of education that were previously 
only part of various spheres of public life are ac-
quiring an educational status. There is a gradual 
blurring of lines between different types of sub-
jects of the education system and the programs 
they implement, and students, in turn, have the 
opportunity to choose any option they like or 
mix different forms of education (Carethe, 1977, 
p. 26) 

Various subjects of the Russian education 
system use different means of the traditional 
knowledge system and new types of communi-
cation in their activities, such as computer social 
networks, information networks, television, inte-
gration scientific, educational and industrial are-
as, and the current educational potential of na-
tional cultures. In fact, it depends on them how 
the national educational space and the education 
system will develop. In this sense, the chosen 

means and methods of teaching and the goals of 
the pedagogical process are determined mainly 
by the subjective factors of modernization of the 
education system in Russia. 

According to O. V. Dolzhenko, “the need for 
transition to continuous education is explained 
by the very complexity of the knowledge system, 
which, being widespread in society, needs a spe-
cific organization of its life activity as an active 
single integral organism, but all elements of this 
organism are to a certain extent Autonomous in 
terms of performing their specific functions and 
tasks” (Dolzhenko & Shatunovsky, 1995, p. 58). 

This integrity is provided by the communica-
tion space, which is given an important place in 
the media. Using modern information technolo-
gies, UNESCO plans to conduct a study on the 
feasibility of creating a worldwide satellite edu-
cational network. Of course, modern communi-
cation tools appear in the context of our research 
as important subjective factors in the moderniza-
tion of the education system in Russia since they 
have a powerful impact on their audiences. Still, 
the nature of such impact raises many questions. 
N. A. Lurya (1994) rightly points out that “the 
infrastructure of new types of communications 
does not have subjects with clear regulations, 
which is a consequence of the very essence and 
nature of new communication systems and tools. 
In particular, television can have a serious educa-
tional and educational impact, but the means of 
controlling it are beyond the channels that pro-
vide this impact – the educational space and edu-
cational policy. Subjects with authority to man-
age communication tools may indirectly relate to 
the educational space or not intersect with it at 
all” (pp. 16-20). 

In order to counter the unmanaged education-
al impact of modern communication systems in 
the global flow of information requires, above 
all, on the conceptual socio-philosophical level to 
develop measures of public control over the ac-
tivities of that very problematic in terms of free-
dom of information (in particular, indicate nu-
merous discussions about what kind of infor-
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mation and artistic products should provide the 
media with your audience). At the same time, in 
our opinion, it would be much more effective to 
think about possible methods and means of train-
ing individuals to analyze incoming information 
for its reliability and usefulness to develop their 
ability to perceive it selectively. The formation of 
these skills should become one of the most ur-
gent tasks of the modern education system. In 
particular, it is necessary to develop and imple-
ment relevant subjects and teaching AIDS in 
teaching. The emergence of new forms of educa-
tion and the spread of various educational ser-
vices have become a response of society to the 
conscious needs of people. It is important to note 
that the criterion for assessing the degree of edu-
cation of a society can be not only the branching 
of various state and public educational instituti-
ons or the degree of development of information 
channels in society but also the degree of satis-
faction of individuals and social groups with the 
quality of education received, its relevance and 
effectiveness in solving the problems of these 
social groups and individuals. The prospects for 
the development of education largely depend on 
the extent to which the priority of education de-
clared by the subjects of educational policy will 
be implemented in real life. Since policy begins 
with an awareness of the reasons for decision-
making, it is necessary to explain and promote 
the importance of changes in education, to form 
public opinion in favour of prioritizing education 
as the most important condition for socio-econo-
mic progress in any other area. 

In our opinion, ensuring national security 
through the development of the educational 
space depends mainly on improving the system 
of full secondary and higher education in Russia. 
Currently, students who finish grades 9 do not 
receive a full-fledged secondary education when 
entering a College in their speciality, 11 classes 
of education should be introduced, and only after 
their completion should graduates be accepted to 
colleges. More intensive development of e-uni-
versities is required. A modern electronic Uni-

versity is a way to get a high-quality education 
for free and at any convenient time. In Russia, 
there is a practice of successful distance educa-
tion. Some projects and universities have de-
ployed training using remote technologies on 
their sites. Still, the closeness of these technolo-
gies, the repeated “invention of the Bicycle”, did 
not allow them to expand widely and get the nec-
essary support in government bodies. At present, 
it is necessary not to reduce the number of stu-
dents, since this contradicts modernization, but 
rather to increase it. The development of each 
person‟s personality requires improving modern 
educational technologies and the national educa-
tional space as a whole. The creation of an inte-
gral cultural and educational space should be 
considered as a productive activity for the transi-
tion of education to the sphere of priority areas of 
development of society in the form of certain re-
gional support and development programs. The 
emergence and formation of all types of the insti-
tutional, non-institutional and reasonable use of 
opportunities for occasional education. In our 
opinion, this is an absolute example of the devel-
opment of Russian education. As a result, the 
problem of developing a Federal program for the 
development of education is extremely impor-
tant. In this program, it was stated that the quali-
tative modernization of society is feasible thro-
ugh the qualitative modernization of education. 

In our opinion, the degree of philosophical 
and theoretical developments on the issue of mo-
dern education in Russia, various programs for 
transformation and advanced technologies in the 
field of education can be the basis for creating a 
national Federal educational program. The exist-
ence of this program will be important for the 
implementation of productive strategic and tacti-
cal decisions in the development of the national 
educational system. Only if this socio-philoso-
phical concept is used for the integrated applica-
tion of economic, political, legal, social, and or-
ganizational measures it is possible to achieve 
real positive results in preventing destructiveness 
in modern Russia. As a necessary component, 
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along with the state system for ensuring national 
security, the non-state system for ensuring na-
tional security also needs to be strengthened. In 
turn, it is necessary to take into account public 
associations as subjects of the non – state system 
of ensuring national security. As we can see, 
state and non-state governing bodies make up an 
integral system in ensuring national security. 

Thus, in our opinion, civil society can be con-
sidered a social community formed in the course 
of self-organization, which is formed and oper-
ates within the framework of a sovereign state. It 
has a legally established right to control state in-
stitutions and influence their activities within the 
framework of providing protection of the legal 
rights and interests of an individual, a social gro-
up, and society as a whole. The presence of civil 
society as an association of independent individ-
uals, creating the interacting formal and informal 
organizations and public institutions, represents 
one of the most, if not the defining provisions of 
the development of democracy and the rule of 
law. Article 30 of the Russian Constitution 
states: “Everyone has the right to unite... freedom 
of activity of public associations is guaranteed”. 
Article 13 stipulates that: “Public associations are 
equal before the law”. Nevertheless, it is neces-
sary to legislate the competence of public associ-
ations in the field of national security since for-
mal and informal associations have their own 
characteristics. Their activities should be regulat-
ed in all areas of public relations, which should 
be reflected in the law “on public associations” 
(Constitution of Russian Federation. Adopted by 
popular vote on 12.12.1993). 

As a result of considering the specifics of the 
activities of public associations, it can be stated 
that they exist in the form of secular and religi-
ous groups and organizations. They can carry out 
their activities as formally fixed in the proper 
state authorities but also act without proper proof 
of their position. In fact, there are two types of 
public associations: formal and informal, which 
equally affect the changes taking place in socie-
ty, including the area of national security. For 

this reason, in particular, V. M. Miroshnichenko 
(2002) rightly argues that in modern Russia, 
“there is a real need and inevitability of broad 
involvement of public associations in coopera-
tion with state bodies in ensuring the national 
security of the Russian Federation” (p. 21). A 
similar practice is already available and tested 
by geopolitical rivals of Russia. At the same 
time, the interaction of the state and civil society 
refers to all spheres of social relations and main 
processes that in any way affect national securi-
ty. As Eromasova A. A. (2007) notes, “public 
authorities in the United States of America rely 
and interact with an extensive infrastructure of 
civil society, based on a high homogeneity of 
ideological, political and value attitudes of the 
population” (p. 99). Using the existing ideologi-
cal basis, the establishment of American global 
hegemony and the results of high material well-
being of a part of the population, the state estab-
lishes the activities of civil society institutions 
along the way of interaction with specific sub-
jects of national security (Lyubimov, 1993, 
p. 212).  

In the United States of America, the state 
seeks to enlist the support of the majority of the 
population in the face of all kinds of public secu-
lar and religious organizations. At the same time, 
state bodies are implementing, at least declara-
tively, measures to ensure the interests of non – 
state actors in ensuring national security. Conse-
quently, citizens and public associations take part 
in the implementation of state security policy. 

In our opinion, such an approach to ensuring 
national security is incorrect. It is necessary to 
focus special attention on the significant impact 
of national and religious factors on public rela-
tions and their role in the implementation of na-
tional security functions, covering the field of 
education. In particular, modern Russia is char-
acterized by such a situation that at the level of 
global trends, characterized by a reduction in the 
value of ethnic identities in some regions, Rus-
sian citizens have increased attention to religion. 
As a result, the role of confessional identities has 
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along with the state system for ensuring national 
security, the non-state system for ensuring na-
tional security also needs to be strengthened. In 
turn, it is necessary to take into account public 
associations as subjects of the non – state system 
of ensuring national security. As we can see, 
state and non-state governing bodies make up an 
integral system in ensuring national security. 

Thus, in our opinion, civil society can be con-
sidered a social community formed in the course 
of self-organization, which is formed and oper-
ates within the framework of a sovereign state. It 
has a legally established right to control state in-
stitutions and influence their activities within the 
framework of providing protection of the legal 
rights and interests of an individual, a social gro-
up, and society as a whole. The presence of civil 
society as an association of independent individ-
uals, creating the interacting formal and informal 
organizations and public institutions, represents 
one of the most, if not the defining provisions of 
the development of democracy and the rule of 
law. Article 30 of the Russian Constitution 
states: “Everyone has the right to unite... freedom 
of activity of public associations is guaranteed”. 
Article 13 stipulates that: “Public associations are 
equal before the law”. Nevertheless, it is neces-
sary to legislate the competence of public associ-
ations in the field of national security since for-
mal and informal associations have their own 
characteristics. Their activities should be regulat-
ed in all areas of public relations, which should 
be reflected in the law “on public associations” 
(Constitution of Russian Federation. Adopted by 
popular vote on 12.12.1993). 

As a result of considering the specifics of the 
activities of public associations, it can be stated 
that they exist in the form of secular and religi-
ous groups and organizations. They can carry out 
their activities as formally fixed in the proper 
state authorities but also act without proper proof 
of their position. In fact, there are two types of 
public associations: formal and informal, which 
equally affect the changes taking place in socie-
ty, including the area of national security. For 

this reason, in particular, V. M. Miroshnichenko 
(2002) rightly argues that in modern Russia, 
“there is a real need and inevitability of broad 
involvement of public associations in coopera-
tion with state bodies in ensuring the national 
security of the Russian Federation” (p. 21). A 
similar practice is already available and tested 
by geopolitical rivals of Russia. At the same 
time, the interaction of the state and civil society 
refers to all spheres of social relations and main 
processes that in any way affect national securi-
ty. As Eromasova A. A. (2007) notes, “public 
authorities in the United States of America rely 
and interact with an extensive infrastructure of 
civil society, based on a high homogeneity of 
ideological, political and value attitudes of the 
population” (p. 99). Using the existing ideologi-
cal basis, the establishment of American global 
hegemony and the results of high material well-
being of a part of the population, the state estab-
lishes the activities of civil society institutions 
along the way of interaction with specific sub-
jects of national security (Lyubimov, 1993, 
p. 212).  

In the United States of America, the state 
seeks to enlist the support of the majority of the 
population in the face of all kinds of public secu-
lar and religious organizations. At the same time, 
state bodies are implementing, at least declara-
tively, measures to ensure the interests of non – 
state actors in ensuring national security. Conse-
quently, citizens and public associations take part 
in the implementation of state security policy. 

In our opinion, such an approach to ensuring 
national security is incorrect. It is necessary to 
focus special attention on the significant impact 
of national and religious factors on public rela-
tions and their role in the implementation of na-
tional security functions, covering the field of 
education. In particular, modern Russia is char-
acterized by such a situation that at the level of 
global trends, characterized by a reduction in the 
value of ethnic identities in some regions, Rus-
sian citizens have increased attention to religion. 
As a result, the role of confessional identities has 
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increased. This must be borne in mind when en-
suring the security of the formation of society, 
because it is the people formed on a specific ter-
ritory, with a certain socio-political and econom-
ic system, characterized by a unique mentality, 
that seems to be the most important, as A. S. Ov-
razhkin (2014) writes, “the subject of life in a 
global society. Ethnicity, therefore, acts as the 
boundaries of the space of social existence” (p. 
76). Social existence manifests a direct effect on 
the development of the individual, its activities. 
At the same time, the individual, social group, 
class and society form and develop their social 
existence. The human environment is not the 
only factor that determines the life of the indi-
vidual. At the same time, this is a factor, as well 
as the particular features of a person, the process 
of personality formation. The basis for this pro-
cess is society, the material and technical basis, 
and social relations that exist at the time of the 
individual‟s birth. In this regard, it is most neces-
sary to ensure the safety of education to maintain 
a type of social environment that, on the one 
hand, would be conducive to the development of 
the individual and does not depend on national 
and religious affiliation, and on the other, would 
provide a state for preserving the national identi-
ty of the individual, combining the cultural and 
religious features of a particular people. 

 
Conclusion 

 
Thus, in modern Russian education, from the 

standpoint of national security, we can distin-
guish a number of subjective factors determined 
by the impact of various social actors on the 
sphere of education. These are formal institution-
al subjects of education, informal non-institutio-
nal subjects, and spontaneous subjects of educa-
tion. In general, formal institutional entities oper-
ate within the framework of a common strategy, 
standards and training programs and can ensure 
the overall security of the educational space. At 
the same time, the following two groups – non – 
institutional and spontaneous subjects-can affect 

education in different directions, strengthening 
or, on the contrary, weakening the social institu-
tion of education. Therefore, it is necessary to 
monitor the activities of these social actors from 
the standpoint of national security and ensuring 
the security of the educational space. 
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